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 Network nodes (computers) cooperate to forward packets for each other to allow 

communication over multiple “hops” between nodes not directly within wireless 
transmission range of one another. As nodes in the network move about, join, or leave 

the network, and as wireless transmission conditions such as sources of interference 

change, all routing is automatically determined and maintained by the DSR routing 
protocol. Since the number or sequence of intermediate hops needed to reach any 

destination may change at any time, the resulting network topology may be quite rich 

and rapidly changing.  Proposed approach employs DSR protocol to find the set of 
available paths. Genetic algorithm followed by Ant Colony Optimization (ACO) is 

applied to find the maximum optimal routes using the process such as selection of 

individual paths, crossover and mutation technique for reproducing new path and 
applying fitness function at each stage that considers the shortest path with other 

metrics such as Packet Delivery Ratio (PDR), Normalized Overhead, Average End to 

End Delay, Number of Packet drop. Best path is identified by following all these 
methods for data transmission that excludes the presence of misbehaving node. To 

eliminate the attacker node from the selection of router in the path, trust is incorporated 

in the system with the assistance of neighborhood behavior observation. 
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INTRODUCTION 
 

 A Mobile Ad Hoc Network (MANET) is a collection of mobile nodes with no pre-established fixed 

infrastructure. The devices communicate with each other through a radio link. Mobile ad hoc networks 

(MANET) are self-configured and self-maintained network without any central authority, which can 

communicate with each other without any infrastructure support. Nodes can be created and used at any time 

(Mesut, 2002). Every node in MANET acts as both a host and a router. 

 Due to the limited transmission range of wireless network interfaces, multiple hops may be needed to 

exchange data between nodes in the network. Routing protocols use several metrics to calculate the best path for 

routing the packet to its destination. These metrics are a standard measurement that could be, for example, 

number of hops, which is used by routing algorithm to determine the optimal path for the packet to its 

destination. Routing is mainly classified into static routing and dynamic routing. Static routing maintains a 

routing table. Dynamic routing refers to the routing strategy that is being learnt by an interior and exterior 

routing protocol. The examples of routing protocols that marked the historic beginning of mobile ad hoc 

network research are DSDV (Destination Sequenced Distance Vector) and DSR (Dynamic Source Routing). 

 The two types of routing protocols are proactive and reactive. In the proactive routing protocols the routes 

are established in advance (Perkins, 1999; David, 1996). This results in considerable overhead especially when 

the topology changes frequently. This is highly inefficient when updating routes that hardly carry any traffic. 

Proactive or table driven routing protocol maintains all node and routing information in a routing table. The 

routing table has to be updated regularly. Although this kind of an approach leads to less packet transfer delay 

between nodes as route information of all nodes is available but at the same time it leads to a large control 

overhead especially in MANETs where nodes are changing their position constantly (Nadia, 2008). 

 The most suitable and popular routing protocols for ad hoc networks are reactive or on demand protocols. 

Here, the routes between communicating nodes are found out only when the need arises (Tarun Varshney, 
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2014). The control overhead is considerably reduced as the route record of all nodes need not be maintained. In 

a resource constrained environment this proves very beneficial. Some of the prominent reactive routing 

protocols are Dynamic Source Routing (DSR), Ad Hoc On Demand Distance Vector (AODV). 

 

Related Work: 

 In this section, present and discuss existing service in DSR protocol. Sachin Dnyandeo Ubarhande proposes 

an attempt has been made to compare the performance of two prominent on demand reactive routing protocols 

for MANET: - Ad hoc On Demand Distance Vector (AODV), Dynamic Source Routing (DSR) protocols  

(Sachin Dnyandeo Ubarhande, 2012). 

 Pravin Ghosekar, Girish Katkar, Dr. Pradip Ghorpade propose complex distributed systems that comprise 

wireless mobile nodes that can freely and dynamically self-organize into arbitrary and temporary, „„ad-hoc‟‟ 

network topologies, allowing people and devices to seamlessly internetwork in areas with no pre-existing 

communication infrastructure (Tarun Varshney, 2014).  

 David B. Johnson David A. Maltz Josh Broch Propose a protocol for routing packets between wireless 

mobile hosts in an ad-hoc network. As nodes begin to move more or as communication patterns change, the 

routing packet overhead of DSR automatically scales to only that needed to track the routes currently in use 

(David, 1996). 

 Behrouz Minaei-Bidgoli1, William F. Punch proposed is to predict the students‟ final grades based on their 

web-use features, which are extracted from the homework data. In literature GA has been designed, 

implemented, and evaluated a series of pattern classifiers with various parameters in order to compare their 

performance on a dataset from LON-CAPA (Behrouz Minaei-Bidgoli 2011). 

 Bijaya Kumar Nanda, Gyanesh Das, propose it has been presented that an overview of ant colony 

optimization and ACO variants also summarize various types of applications. It has been focused on some 

research efforts directed at receiving a dipper understanding of the ant colony optimization algorithms (Marco 

Dorigo, 2006).  

 P.Deepalakshmi, Dr.S.Radhakrishnan propose highly adaptive, efficient and scalable and mainly reduces 

end-to-end delay in high mobility cases (Deepalakshmi, 2009). In this paper proposes an on demand QoS 

routing algorithm. Since the requirements for various applications may vary time to time, the approach for QoS 

routing may not be proactive. The proposed approach has two phases namely route discovery phase and route 

maintenance phase. When a source node has to pass data to a destination node with QoS requirements it starts 

with the route discovery phase. Once the route is found, the data transfer will take place. While data 

transmission is going on, it is also required to maintain the path to the destination (Ayyasamy 2014). This is 

very much desirable and required in mobile ad hoc networks and hence is done in the route maintenance phase. 

When the data transmission is going on, the paths are reinforced positively making it more desirable for further 

selection. Also when session is going on, the load on the selected path may increase causing more delay and less 

available bandwidth; Nodes might have moved causing link failures (Samundiswary, 2013). In such case, the 

path preference probability will automatically decrease and hence alternate routes can be used which are found 

during route discovery phase. The alternate routes are also periodically checked for their validity even though 

they are not currently used. 

 

Methodology: 

 In this chapter, present the proposed system of Ant Colony Optimization (ACO) used to detect the 

misbehaving (selfish, incapable) nodes in MANET and exclude them from path selection. 

 The proposed system is divided into five modules. 

2.1 Route discovery 

2.2 Path Identification 

2.3 Genetic Algorithm 

2.4 Ant Colony Optimization 

2.5 Performance Evaluation 

2.1 Route discovery: 

 Route Discovery is used whenever a source node desires a route to a destination node. First, the source node 

looks up its route cache to determine if it already contains a route to the destination. If the source finds a valid 

route to the destination, it uses this route to send its data packets. If the node does not have a valid route to the 

destination, it initiates the route discovery process by broadcasting a route request message. The route request 

message contains the address of the source and the destination, and a unique identification number (Lokesh 

Malviya, 2009). An intermediate node that receives a route request message searches its route cache for a route 

to the destination. If no route is found, it appends its address to the route record of the message and forwards the 

message to its neighbors. The message propagates through the network until it reaches either the destination or 

an intermediate node with a route to the destination. Then a route reply message, containing the proper hop 

sequence for reaching the destination, is generated and unicasted back to the source node. 
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 For example, Figure 2.1 illustrates an example Route Discovery, in which a node A is attempting to 

discover a route to node E. To initiate the Route Discovery ROUTE REQUEST message as a single local 

broadcast packet, this is received by (approximately) all nodes currently within wireless transmission range of 

A. Every ROUTE REQUEST message identifies the initiator and the target of the Route Discovery, and also 

holds a unique request id, find by the source of the REQUEST. Every ROUTE REQUEST also holds a record 

listing the address of each intermediate node through which this particular copy of the ROUTE REQUEST 

message has been promoted. This route record is initialized to an empty list by the initiator of the Route 

Discover. 

 

 
 

Fig. 2.1: Node A is the initiator, and node E is the target. 

 

2.2 Path Identification: 

 Route Maintenance is used to handle route breaks. When nodes encounter a fatal transmission problem at 

its data link layer, it removes the route from its route cache and generates a route error message. In this module, 

number of different routes will be finding out between the source and the destination. To route the packet to the 

destination paths are identified between sources and destination. These paths are used in data transfer between 

the source and the destination. 

 When begin or transmitted a packet using a source route, each node transmitting the packet is answerable 

for confirming that the packet has been received by the coming hop along the source route; the packet is 

retransmitted (up to a maximum number of attempts) until this confirmation of receipt is received. For example, 

in the condition Node A are originated a packet for E using a source route through intermediate nodes B, C, and 

D (Gulwade, 2012). In this case, node A is answerable for receipt of the packet at B, node B is answerable for 

receipt at C, node C is answerable for receipt at D, and node D is answerable for receipt fully at the destination 

E. 

 

2.3 Genetic Algorithm: 

 Genetic Algorithm (GA) is a search heuristic that mimics the process of natural selection. This heuristic 

(also sometimes called a metaheuristic) is routinely used to generate useful to optimization solutions 

and search problems. Genetic algorithms belong to the larger class of evolutionary (EA), which generate 

solutions to optimization problems using techniques inspired by natural evolution, such as inheritance, mutation, 

selection, and crossover. 

 GA has following steps to detect misbehaving nodes are 

 Step 1: After the route maintenance, analyze the Trace file. This gives the number of different paths for the 

same source and destination pair. 

 Step 2: Choose three paths for the same source and destination pair with the equal number of nodes. 

 Step 3: Calculate the Packet Delivery Ratio (PDR), End-to-End Delay (D), and number of packets dropped, 

for the selected path. 

 Step 4: Apply fitness function on the path chosen. 

 Step 5: Apply crossover on the path chosen at random site. 

 Step 6: Apply mutation after crossover on the path chosen. 

 Step 7: This gives two new paths as compared to the old path.  

 Step 8: If first new path belongs to network topology then apply the fitness function on the respective path 

otherwise discard the path. 

 Step 9: Do the same for other two nodes. 

 Step 10: Consider the path with the highest fitness function value and:- 

 { 

 Respective path will be the optimal path for the given 

 source and destination pair. The node replaced from 

 the previous path is the misbehaving node. 

 } 

 

2.4 Ant Colony Optimization: 

 In this paper it presents an algorithm for selecting optimized path is Ant Colony Optimization (ACO).The 

ACO metaheuristic is based on generic problem representation and the definition of the ant‟s behavior. ACO 

adopts the foraging behavior of real ants. When multiple paths are available from nest to food, ants do random 

http://en.wikipedia.org/wiki/Search_algorithm
http://en.wikipedia.org/wiki/Heuristic_(computer_science)
http://en.wikipedia.org/wiki/Natural_selection
http://en.wikipedia.org/wiki/Metaheuristic
http://en.wikipedia.org/wiki/Search_algorithm
http://en.wikipedia.org/wiki/Problem
http://en.wikipedia.org/wiki/Crossover_(genetic_algorithm)
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walk initially. During their trip to food as well as their return trip to nest, they lay a chemical substance called 

pheromone, which serves as a route mark that the ants have taken. Subsequently, the newer ants will take a path 

which has higher pheromone concentration and also will reinforce the path they have taken. As a result of this 

autocatalytic effect, the solution emerges rapidly. Given this formulation, the ants in ACO build solutions to the 

problem being solved by moving concurrently and asynchronously on an appropriately defined construction 

graph. It defines the way of solution construction, pheromone updation and possible interactions in the solution 

process . ACO metaheuristic inspired by the foraging behavior of ant colonies targets discrete optimization 

problems. ACO‟s constructive population based metaheuristic which exploits an indirect form of memory of 

previous performance makes it a unique approach to solve optimization problems.  

 Two steps to calculate the ACO is  

 Step 1: Calculate the probability of selection of newly generated path that are obtain by applying genetic 

algorithm for the given source-destination pair. The path will be selected with the higher probability. 

 

 

 -- Pheromone on the link. 

 -- Visibility factor of the link. 

K -- k is a constant used for optimization and lies between 0 and 1. 

 -- are the constant ACO optimization constant. 

 Step 2: The path with the higher path preference probability will be considered as the best path and the data 

transmission can be started along that path. 

 

2.5 Performance Evaluation: 

 Packet delivery ratio: It is the ratio between the data packets delivered to the destination and those 

generated by CBR sources. This evaluates the ability of the protocol to discover routes and its efficiency. 

 Number of packets successfully delivered to destination 

PDR (%) =  

 Number of packets generated by Source node 

 Average end-to-end delay: It is the average time delay incurred from the time when a data packet is sent 

from its source node until the data arrival at its destination node, divided by total number of data packets 

delivered at destination. 

∑ (Delay of each entities data packet)  

End to End delay (ms) =  

Total number of delivered data packets 

 

Results: 

 In this simulation, an Ant Colony Optimization (ACO) is proposed to efficiently and effectively deter 

selfish node behaviors and exclude them from path selection. The network architecture shows the number of 

nodes and cyan color indicates the source and destination as shown in Figure 3.1. 

 

 
 

Fig. 3.1: Network Architecture. 

 

 Source broadcasts the request to its neighboring nodes. Here source node 12 broadcasts the request. 

Different paths are selected between the source and the destination, First path detection is shown in blue color. 
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Path 2 is shown in the green color. Optimized path is found out by using ant colony optimization and this path is 

shown in pink color as shown in Figure 3.2. 

 

 
 

Fig. 3.2: Applying Ant Colony Optimization algorithm. 

 

Discussion: 

 We have used Network Simulator-2.34 [XI] [VI]for our assessment. In our simulation model, nodes are 

placed randomly within an 1800m x 840m physical terrain area. We choose a square area in order to allow 

nodes to move more freely with equal node density. We have tested dynamic source routing protocol in 

scenarios characterized by different network conditions [XVII]. The physical characteristics of each mobile 

node such as transmitted power, received power of the destination antenna, antenna gain, and radio frequency 

were chosen to approximate value. We have chosen IEEE 802.11 as MAC protocol, I P as network protocol and 

UDP as transport protocol. CBR (constant bit rate) is used to generate the traffic source with packet size of 1000 

bytes and traffic flow of 5 pkts/sec. 

 The purpose of our simulation is to improve the performance of DSR protocol. 

 

 
 

Fig. 4.1: Number of nodes v/s PDR. 

 

 In this graph, x-axis represents the number of nodes and y-axis represents the packet delivery ratio in 

percentage. Red line plot denotes the graph path1‟s PDR. Green line indicates the graph path2‟s PDR. Blue line 

indicates path3‟s PDR. By using Ant Colony Optimization, compare this three paths path‟s PDR value is higher 

than other two, so path3 is optimized path as illustrate in Figure 4.1. 

 

Conclusion: 

 Previous swam optimization in MANETs cannot effectively detect selfish nodes, and they also generate 

high delay and low packet delivery ratio. In this work, an Ant Colony Optimization (ACO) is proposed to 

efficiently and effectively deter selfish node behaviors and exclude them from path selection. Thus it can be 

concluded that the approach presented in this proposed system it describes a way to enhance the performance of 

DSR routing protocol with the help of the algorithm described. The use of Genetic Algorithm as well, the 

proposed system trust as the another parameter to select the optimum routing path it will increase secure path 
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selection, it also improves the security of the packet transfer between the source and the destination. In future 

energy is considered as one of the parameters for finding optimum path, it will improve the efficiency of the 

proposed system. 

 

 
 

Fig. 4.2: Number of nodes v/s delay. 

 

 In this graph, x-axis represents the number of nodes and y-axis represents the delay in seconds. Red line 

plot denotes the graph path1‟s Delay. Green line indicates the graph path2‟s Delay. Blue line indicates path3‟s 

Delay. By using Ant Colony Optimization, compare this three paths path‟s End-To-End delay value is lower 

than other two, so path3 is optimized path data transmission is started along this path as shown in Figure 4.2. 
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